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Part Three: 

“We believe companies need to prepare now for a participatory network that enables 
customers to choose from a wide variety of supply options, actively manage their 
consumption and even sell back surplus power they generate.” IBM 121 

 
A STRONG TREND ALREADY EXISTS120 

This review of the role of distributed systems in creating resilient communities and 

economies takes place against a background in which a shift to distributed service and 

resource provision is already underway. Across developed and developing countries 
there is growing investment and implementation of networked localised resource and 

service systems.  Underpinning this shift is a set of interrelated factors:  

• The distributed nature of critical renewable resources  

• The drive for increased resource efficiency  

• The need to reduce oil dependency 

• New technical capacity for system management and control  

• A desire from social and business organisations to reduce risk and uncertainty  

Because distributed systems are often easy to integrate with existing (centralised) 

infrastructure, investment, innovation and experimentation in distributed systems is 

springing up where specific local conditions make it an appropriate response. 

Distr ibuted systems exploit  d istr ibuted resources 

The spatially distributed nature of valuable resources such as solar and geothermal 

energy, water and fertile soils, underpin the shift to more localised service provision. 

New technologies121 are enabling these distributed resources to be captured and 

utilised. The re-configuration of network systems (including information networks) is 

taking place to allow these captured resources to be shared beyond their local 
utilisation. The model of distributed electricity production and consumption, using 

diverse energy sources (solar PV, wind, geothermal, high-temperature solar-electric) 

feeding-in to a distribution grid (which acts both as a ‘load sharing’ system and a form 

of energy storage) is already widely familiar. As a model of a sustainable electricity 
system, diverse grid-linked renewable supply is seen as a desirable future state by an 

increasing number of countries and regions122. 

Analogous models for water and food production and consumption are also receiving a 

lot of attention. In Melbourne, with climate change posing serious challenges for water 

supply, many of the elements of a distributed system (rainwater tanks, grey and black 
water recycling) are already widely developed and there is a growing expectation that 

some level of local self-sufficiency in water will be part of the urban future123.  

                                                             

120 Valocchi M, Schurr A, Juliano J, Nelson E (2007)    
121 This is often seen as new improvements to old technologies 
122 McCormick K (2008)  . 
123 This appeared to be a consistent theme, for example, across all ‘user groups’ at the Melbourne 
Water Liveable Cities consultation in Melbourne in October 2009.  (Report still under development 
by Melbourne Water). 

The shift to distributed systems is underway 

Taking local opportunities: 
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Information technology is enabl ing the shif t  

Information and communications technology (ICT) plays a vital role in the process of 
change since the management of distributed systems is often dependent on information 

handling. The Internet has been particularly important. It acts both as a ubiquitous 

platform for information management and as the largest, most resilient system of 

networked distributed production distribution and consumption.  

Innovation in ICT continues to play a strong ‘game-changing’ role – particularly in 

regard to economies of scale. The miniaturisation and cost-reduction of sophisticated 
sensing technologies is creating new opportunities for distributed systems to develop. 

Systems can be cost-competitive without being large, particularly when ICT systems 

enable the centralised or internet-based monitoring and control of decentralised 
physical production technologies. ICT is enabling system owners to overcome the 

disadvantages of small size while benefiting from its many advantages relating to 

flexibility and responsiveness.  

The following examples illuminate these points: 

• Mobile telephony systems are enhancing the functioning of distributed systems. In 

the latest electric vehicles, connection via mobile phone enables charging rates and 
battery conditions to be remotely monitored (as can the position of the vehicle and 

so on). Clever telemetry and control systems also enable these vehicles to connect 

to the electricity grid as short-term ‘network-storage’ – an option being seriously 
discussed and tested in the USA and Europe. Smart electricity meters in households 

also allow for the sale of electricity to the grid and feedback on consumption for 

residents. 

• Small-scale residential sewerage systems in Australia (‘septic tanks’) based on active 

aeration, or colonies of worms and micro-organisms, operate on the basis of a 

‘service contract’ for maintenance utilising remote ICT monitoring124.  

• Other small-scale wastewater treatment systems are now being used to fit out whole 
suburbs in a networked fashion. New telemetry technologies are also allowing 

remote operation of the whole system in real-time – requiring a fraction of the 

operation and maintenance costs needed for centralised systems125.   

ICT can re-connet people with the ‘impact’ of their decisions through real-time, 

relevant, information126.  

Distr ibuted strategies reduce r isk and increase innovat ion 

The emergence of distributed systems reflects a widespread response by organisations 

to conditions of greater uncertainty, higher risk and more competition. As futurist 

Jamais Cascio writes…“The notion that self-assembling, bottom-up networks are 
powerful methods of adapting to ever-changing conditions has moved from the realm of 

                                                             

124 See: http://www.biolytix.com.au 
125 Biggs C, Ryan C, Wiseman J, Larsen K (2009)  . 
126 This is one of the promoted values of smart electricity meters and the basis of numerous 
electricity-consumption digital display products on sale to consumers in most industrialised 
countries. 
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academic theory into the toolbox of management consultants, military planners, and 

free-floating swarms of teenagers alike.”127  

Like the origin of the Internet, much of the design and strategic thinking around the 

structure, operations and management of distributed systems derives in part from 

military research (responding to the vulnerability of centralised structures)128 129. Other 

organisations are also adopting variations of the model and for similar reasons; to 

overcome greater uncertainty, operate more effectively and reduce operational risks. In 
the area of logistics for example, supply chain models show how greater 

decentralisation of distribution hubs can reduce costs under higher fuel prices130. 

Under conditions of high competitive pressure, collaborative networks between small 

groups of independent organisations and businesses can offer a more effective way to 

solve problems and develop new products than large in-house research and 
development units. In periods of rapid technology innovation – as for the ICT revolution 

– it is often loose networks operating across established R&D institutions that generate 

break-though products and systems131.  

Distr ibuted and Central ised Systems can be integrated 

The advantages of small-scale, localised systems do not extinguish the need for larger 

systems. In the words of engineers D’Amato and Tukker “…in a distributed 
infrastructure model a combination of infrastructure scales is often most appropriate and 
efficient. As such, one should not look at decentralized versus centralized (i.e., “big 
pipe”) systems, but rather at a continuum of options that might coexist (and in fact 

integrate and work synergistically) within a given management or service area.”132 

Where developers, governments, utilities and businesses are looking beyond 

yesterday’s infrastructure model, distributed systems are increasingly added to existing 
centralised systems as a way to: 

• Avoid major capacity expansion of centralised systems – The government in New 
York City has developed incentives to encourage developers to opt for local storm 

and wastewater treatment and reuse options in order to avoid costly upgrades in the 

city’s sewers133.   

• Improve customer convenience – Food retailers in the US and Europe are moving to 

small stores in a bid to match people’s desire for less time in large, concentrated 

retail outlets134. 

                                                             

127 Cascio J (2006)  
128 Callahan W (2008)  . 
129 Eilstrup-Sangiovanni M, Jones C (2008 )  . 
130 Closs D, French D (2006)    
131 This has been strongly argued and documented in the many analyses of the ICT revolution – for 
example: Brown J, Duguid P (2000)  
, Buderi R (2000) ; Or for a review of this aspect of innovation see: Ryan C (2004a)  Section 4 
pp159- 186.  
132 D'Amato V, Tucker B (2009)   
133 Clerico E (2009).   
134 FoodsLine LLC (September 2009)  
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• Modulate peak demand on existing infrastructure – Projects in Seattle are using 
‘source-control’ methods such as infiltration swales to reduce peak stormwater loads 

to sewers135. 

• Reduce the carbon intensity of service delivery – The Utility Yarra Valley Water has 

used detailed maps of energy use to identify locations where small-scale treatment 
systems could be added to existing centralised sewerage systems to reduce the 

energy and carbon intensity of services136. 

• Increase the flexibility and resilience of centralised systems – Numerous countries 

including Denmark, Sweden (and even the US and UK) are diversifying their energy 
sources using more distributed systems as a means to improve overall security of 

existing energy infrastructure137.  

• Avoiding the cost of building up centralised infrastructure from scratch – Developing 
nations around the world are developing distributed mobile, solar and telemedicine 

technologies and avoiding the costs associated with their centralised alternatives138.  

Distr ibuted systems are co-evolv ing with socia l  innovat ion 

Distributed systems reflect part of a wider willingness for individuals to express their 

creativity and identity through producing, sharing and distributing resources. As writer 
and Harvard Professor Yochai Benkler describes it…“We are seeing individuals and 
groups of all shapes and forms beginning to take advantage of networked 
communications to form collaborative networks, sharing effort and material resources in 
decentralised networks to solve problems once thought amenable only to centralised 
control. These approaches are not an aberration, but are at the core of what happens 
when human beings are entrusted with the capacity and authority to act together to 

improve their lot.”139  

However, individuals are not just avidly harnessing networked communication; this new 

capacity is spawning an increasing population of people producing software, music, 
video content, food, clothes and even electricity from distributed sources. There is a 

cultural shift away from relying on large, central organisations for goods and services. 

We are seeing the ability of distributed systems to transform the role of consumer, from 

passive participant, reliant on one large, centralised service providers, to that of a more 
active ‘prosumer’ – being both producer and consumer.   

 
The recent rethink of the Australian governments’ solar rebate scheme due to its ‘over-
popularity’ is one indication of how widespread people’s desire is to embrace new 

technologies that enable them to produce resources themselves. An IBM survey of 

energy customers from 2007 seems to support this. In it, a clear majority of those 

                                                             

135 Seattle Public Utilities 'Seattle: Managing Stormwater.' Seattle Public Utilities, Seattle. 
136 Saliba C, Gan K (2005) 'Energy density maps in water demand management.' Yarra Valley 
Water, Melbourne. 
137 See Part Two of this paper 
138 Article 13 (September 2005) Leapfrogging: a different route to development. In 'CSR expert 
review'. (Online)  
139 DEMOS (2007) 'The Collaborative State.' DEMOS, London. 
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surveyed expressed a desire to produce and sell electricity to the grid140.    

BUT… LARGE PROJECTS CAN UNDERMINE INNOVATION 

The development of distributed systems exists at the periphery of political and industry 
strategies to tackle resource scarcity and climate change. Decisions to pursue large-

scale desalination or carbon capture and storage -  and calls for nuclear power  - reflect 

an ingrained belief that 21st
    Century challenges can be solved with 20th Century 

thinking. Emphasising ‘silver bullet’ solutions poses considerable risks. Part One of this 

paper has outlined some of them. Delivering socially critical resources and services via 

generic, resource intensive infrastructures that rely on stable supplies of distant and 
dwindling raw materials is inherently risky. It assumes the next 30-100 years will be 

much the same as the last. Pursuing this strategy also involves a deeper strategic risk 

that is difficult to quantify - the loss of flexibility to change.         

Large projects can have a profound impact on social and market behaviour. Even where 

mega-projects represent a ‘stop-gap’, their ability to delivery key resources at low-cost 

undermines economic and strategic incentives for business and industry to develop 
alternative processes. Innovation is unlikely until large infrastructure systems are at risk 

from changed environmental conditions, near the end of their life span or themselves 

undermined by new lower cost technologies.      

Mega-projects can constrain investment flexibility. Large capacity projects require 

stable, guaranteed returns on investments over decades - limiting the availability of 
capital for other investments and creating a disincentive for investors to consider 

alternatives. Locking up a large financial resource also creates powerful incentives for 

stakeholders to protect those investments – even where this may not be in a regions’ 

best interest. 

 

                                                             

140 Valocchi M, Schurr A, Juliano J, Nelson E (2007) Plugging in the consumer: Innovating utility 
business models for the future. In. (Ed. IBM Global Services). (Somers)  
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This decade will see significant investment and planning decisions directed toward 
climate mitigation and adaptation. This paper has aimed to raise awareness about the 

vulnerability of current infrastructure and to prompt new thinking about how we respond 

to climate change and resource scarcity. A redesign of production and consumption 
systems offers significant potential for addressing environmental change and resource 

scarcity. 

Meaningful action on climate change can be taken now - without national and 

international leadership. Examples in this and earlier VEIL papers141 show that 

individuals, communities, businesses and regional governments can act independently 

to address the structural causes of global change and societal risk by following a 

distributed approach.  

• These actors are better placed to adopt strategies like shortening supply chains, 

shifting reliance to local resources and developing context-specific services that 
reduce environmental impacts and avoid carbon emissions. Sub-national actors can 

show pro-active leadership through their links to social networks, sensitivity to 

environmental change and ability to identify opportunities for action. 

• Pursuing change through smaller, modular and therefore less costly interventions 
gives small business, community groups and local governments the ability to 

participate in the change process. Interventions can be applied wherever suitable 

conditions exist; to address failure points in existing systems or sites of high 
resource supply and demand.  

• Initiatives at the building, suburb and regional level can be implemented without 

major structural reform or policy innovation and by applying technical applications 

that are widely available, relatively low cost and easily managed. Systems can be as 
simple as opportunities allow. The distributed model therefore aligns well with the 

needs of agents that do not have significant financial or specialised technical 

capacity.  

The distributed model offers a simple approach to mitigation and adaptation that 
people can easily understand, relate and contribute to. The overwhelming scale and 

complexity of global problems creates the perception that individuals and small 

organisations have little influence. This is exacerbated by national and international 
policy agendas that are difficult to understand and confine responses within complex 

regulatory mechanisms. Strategies that change local systems of production and 

consumption give people a tangible understanding of how their actions can make a 
difference. People are already partly familiar with how energy, food and water systems 

work, so a proliferation of photovoltaics, diverse water sources and urban food systems 

offers an important measure of progress that is visible and easily measured.  

The distributed model offers a way to integrate diverse initiatives at multiple 
scales. It is founded on simple principles that can be universally applied. Attributes like 

redundancy, modularity and proximity to points of resource supply and demand can 

improve the resilience of systems at the suburb, region and even national level. 
Provided different initiatives aim to minimise resource consumption, increase sensitivity 

                                                             

141 Biggs C, Ryan C, Wiseman J, Larsen K (2009) Distributed Water Systems: A networked and 
localised approach for sustainable water services. Victorian Eco Innovation Lab, Melbourne. 

Implications and challenges  

Action can be taken - now 

Adaptation and mitigation 
are compatible: 
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Conclusions  
and Recommendations 

to change and expand flexibility at a specific scale, actions at smaller and wider 
geographical contexts can be synchronised.  

We don’t need to trade off the needs of adaptation and mitigation strategies 
against each other. Because infrastructure vulnerability and environmental change are 

both linked to issues of development – economics, technology and lifestyles; they can 
both be addressed by transforming how development occurs. We do not need to 

improve resource security by re-applying the same engineering approaches that have 

lead to current problems. Attributes like flexibility, sensitivity, diversity and modularity 
can compensate for strength, large capacity, and the ability to resist (and recover from) 

external shocks. 

Changing infrastructure design can contribute to social and behavioural change. 

The distributed model offers a way to shift consumption patterns in a way that 

education and economic incentives don’t: 

 By improving feedback on actions - bringing the environmental impact of 

people’s decisions closer their sphere of understanding. 

 By embedding low(er) resource consumption behaviours into everyday habits  
 By encouraging people to take a tangible stake in the long-term health of local 

resources  

 By creating a medium through which people redefine themselves - from 
isolated, individual consumer, to collaborative, connected producer - 

identifying with the resources they provide and their place of origin. 

 By giving people the capacity to make consumption choices that better align 
with their values.  

 

Key Chal lenges 

The distributed model exists at the periphery of traditional infrastructure planning and 
management. While we have argued it offers an approach that can be applied 

immediately for valuable results, a thorough transformation in production and 

consumption demands a widespread adoption of networked-localised solutions. This is 

unlikely to occur unless we address a number of barriers. The following issues are not 
definitive but outline some of the main challenges.  

Understanding the difference between achieving targets and delivering long-term 
change. The distributed model may offer a better way to target the origins of unwanted 
global change. This is why it shows significant potential but also why implementing it 

will be difficult; it means changing established ways of doing things. It is much easier to 

develop strategies that address the causes of climate change at ‘end of pipe’ and by 

incremental improvements in current goods and services. This is why eco-efficiency is 
the dominant approach; it is easy to think that progress is made without changing 

behaviours or underlying structures of development. Whether the distributed model is 

widely adopted or not, solutions will only be found through strategies that address the 
origins of global problems. This will require uncomfortable change. 

Driving a parallel shift in institutional and regulatory systems. This paper has 

emphasised the ease with which distributed systems can be developed. However, most 

Changing physical systems 
can affect behaviour change:   

Accepting systemic change:   

Changing the institutions of 
production and consumption:   
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and Recommendations 

working examples have evolved in response to significant unmet demand, opportunities 
presented by unutilised resource surpluses, or due to shifts in regulations. We should 

focus on finding and making use of easy opportunities but rigid institutional 

arrangements need to be restructured before the real potential of distributed systems 
can be realised.  

• Currently, resources and services are mainly delivered by profit-driven businesses or 

corporate utilities. As more diverse agents gain the capacity to deliver the same 
services the incentives shaping the market will shift. Our policy frameworks and 

regulations need to catch up to a world in which resource providers may be 

increasingly opportunistic – delivering services only when prices are right - or driven 

by charitable, ethical or even barter incentives142. How do we regulate these new 

arrangements? Remembering that many existing resource providers already have 

clear incentives for protecting territorial service monopolies and are at risk if these 
are broken. 

• Lines of resource ownership, operating responsibility and liability will also become 

increasingly complicated. Access rights to as yet unvalued resources will also need 

to be designed. If homeowners are required to reduce stormwater runoff for 
example, do they have the right to harvest and market it? 

• Divisions of institutional responsibility will also need to be re-drawn. In many 

situations, local governments and even communities are in a better position to 
regulate sustainable use of local resources but don’t have the capacity or power to 

do so; controls lie with higher level institutions. We need to develop and test different 

methods of devolving this responsibility, while also being aware of new emergent 
risks such as corruption.  

The success of distributed systems as a holistic mitigation and adaptation strategy will 

require regulatory innovation. However, it is important to note that the issues raised 
above will need to be dealt with regardless - due to the way technical and social trends 

are already pushing us toward more distributed systems of ownership.  

Maintaining equity. The distributed model may advantage people with access to 

critical resources. In open urban environments some house-owners may have greater 

ability to capitalise on wind, solar and rain (and even soil) as potential income streams 

and means of reducing their vulnerability to resource scarcity. Renters and owners of 
apartments and other residences in dense urban environments may not be so lucky. 

Perhaps we can develop new arrangements that reduce this disadvantage - allowing 

access to resources on public land for example.  Networking, local distribution systems 
and resource sharing will become a critical issue in dealing with equity issues.  

Accepting the role of experimentation (and failure). We need to be willing to test new 

arrangements and accept that problems will occur. In the absence of proven strategies 
this is all the more important since we need to be testing a diverse range of strategies 

and systems. This will necessarily involve surprises and results we wont like.  

 
                                                             

142 This ground is shifting rapidly. For example, people are being encouraged to ‘adopt a tree’ in 
response to water shortages in places like Adelaide and Melbourne. 
http://www.unley.sa.gov.au/site/page.cfm?u=1541 

Managing the social risks:   

Valuing what does not work:   
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